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Forgalomszabalyozas

Sok terileten j6n el a halézatok vilagaban (is)
példaul a transzport rétegben

egyik legfontosabb protokoll: TCP (Transmission
Control Protocol)

Probléma:
o a kild6 hatarozza meg az adasi sebességet a vevo felé

o sok kildd hasznalja a k6z6s halozati er6forrasokat (linkek,
routerek, switch-ek, bufferek, ...)

a ki milyen sebességgel adjon, hogy “optimalisan” hasznaljuk
a halozatot?

o ne arasszuk el / terheljll tul a vevoket
o ne arasszuk el / terheljil tul a halézati csomoépontokat
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TCP

Transzport protokoll (szallitasi réteg)

TCP “szolgaltatas” tulajdonsagai

a hoszt-hoszt (end-to-end) atvitel

a full-duplex

o megbizhato, sorrendhelyes, duplikacid mentes atvitel
o megbizhatatlan IP (datagram) hal6zat felett

o multiplexelés az alkalmazasi réteg szamara (portok)
a kapcsolat alapu

a forgalomszabalyozas
flow control
congestion control
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TCP atvitel elemeti

TCP retransmit

o megbizhato atvitel kell IP halozat felett

o garantalni kell az elveszett csomagok ujraktldéset
o nyugtazasi mechanizmus kell (ACK)

TCP flow control

o vevo oldal védelme
o ne arasszuk el a vev0 oldali buffereket

TCP congestion control

o ne terheljik tul a k6z6és halozati er6forrasokat (switch-ek,
routerek, bufferek, linkek ...)

o hasznaljuk hatékonyan / optimalisan a halozati er6forrasokat
o kerlljik el a “torlodasi 6sszeomlast” (“congestion collapse”)
o V. Jacobson, 1988
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TCP retransmit: megbizhatosag

Probléma

o csomagvesztes L

2 csomaghiba } ===) eldob és ujrakuld

a duplikatum ==> eldob

a sorrendcsere ==) helyreallitds sorszam alapjan
Csomagvesztés érzékelése az ado oldalon

o timeout
ha RTO (Retransmission TimeOut) lejar — ujrakildes
komoly torlodast jelez

a dup ACK
3 duplikalt nyugta (dup ACK) vétele — ujrakildés (fast
retransmit)
kevesbé komoly torlédas (a vesztés utan érkeztek csomagok)
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Csuszoablakos szabalyozas

Sending ] o
application .
Data sent Mechanizmus: sliding

window
Data acked Data not yet acked Not usable

BEEBEBEBERBBRR ORI TCP legtobb

DERRRNERRARRN, TO000T, - szolgaltatasa ennek

I K Sender | Window N segitségével
megvalosithato

initial SNin next SN window
sequence last ACK to send edge
number received (SND.NXT) (SND.UNA+
(ISN) (SND.UNA) SND.WND)

- Koncepcio:

eceiving
application , , e
5 | o Szabalyozas az ado
ata received Data not yet

and acked acked Not usable oldalon (smart

-y P~ P

RN RRRRR U aeauany, |l - sender)

o egyszerd vevo, csak
I< Receiver | Window > nyugtékat kUId
(dump receiver)
humber segment roceived (RgV.NXT+
(ISN) acked (RCV.NXT) RCV.WND)
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TCP congestion control alapok (1)

Alapelvek
o best-effort haldzatot feltételezlnk (IP)

o minden forras maga hatarozza meg / szamitja a
haloztai kapacitast

a Implicit visszacsatolas alapjan
a self-clocking

Cél

o elerhet6 kapacitas automatikus meghatarozasa
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TCP congestion control alapok (2)

Self-clocking

o packet conservation: ne kuldjlink uj csomagot a halézatba, amig
egy masik el nem hagyja azt (egyensulyi allapotban)

o kildd a nyugtak érkezesi Giteme szerint kildi ki az Uj csomagokat

vevO nem tud gyorsabban nyugtat generalni, mint ahogy az
adatcsomag keresztll jut a halézaton

o az adas automatikusan igazodik a savszélesseg és késleltetés

valtozasaihoz

bottleneck

[

Sender

Data segment

P,=P,=A =A,=A,

Ack segment

L

]

Receiver

2016.10.25.

J

A

r

flggdleges dim:
savszelesség (BW)
vizszintes dim: id6 (T)
BW x T = Bits (terllet)
“interarrival time” marad!

TCP sending rate
o bejovdo ACK-ok
hatarozzak meg

o amit a bottleneck
hataroz meg!
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TCP congestion control mechanizmusai

Csuszoablakos szabalyozas
a flow control és congestion control is ez alapjan
a TCP ado nem tudja, hol a bottleneck:

vevonél vagy a halézatban

a congestion window (cwnd)
dinamikusan frissitett valtoz6
ami meghatarozza az adasi sebességet

Négy f6 miikodési fazis

o (kdlénb6z6 algoritmusok a cwnd szabalyozasara)
Slow start

Congestion Avoidance

Fast retransmit

Fast recovery
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Congestion avoidance — RFC 1122

loss and _
__ss_thieih_ fimeout limit of the
| network
RTO
-
Congestion
'g Slow Avoidance
3| Start
Slow
Start
>
time

Célok (RFC 1122)

o tartsuk a cwnd-t az optimum kérnyékén amennyire csak lehet
o Slow start |

indulasnal nbv_el{i]k gyorsan a cwnd-t, amivel gyorsan elérhetiink egy
maximalisan biztonsagos adasi sebességet

max. biztonsagos: fele annak az ertéknek, ami csomagvesztést okozott
(konzervativ!)

o Congestion avoidance
ndveljuk lassan a cwnd-t, hogy elkerlljik a csomagvesztést, amig csak lehet
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Fast retransmit — TCP Tahoe

Fast retransmit

A_SS_thieih (after 3 dup ACKs) limit of the
I / network
| congestion /] additve ] 00000 T
-8 Slow Avoidance Increase
% Start
Slow
Start
>
time
TCP Tahoe

o slow start + congestion avoidance

o+ fast retransmit (3 dup ACK utan)

TCP Tahoe problémai

o fast retransmit utan tudjuk, hogy torlddas tértént

o DE slow start-ra visszalépni tul konzervativ

o tudjuk, hogy késbbbi csomagok megérkeztek

o nagyon érzékeny a csomagvesztésre (1%-0s csomgvesztesi arany: 50-75% throughput visszaesés!)
Megoldas: két kiilénbdz6 tipusu torlédas

o RTO lejar — komoly torlodas

o 3 dup ACK — nincs komoly torlédas (legalabb 3 csomag megérkezett)
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Fast recovery — TCP Reno

A i ..
ssthresh Fast retransmit limit of the

AR

Congestion Avoidance
<«—— Additive Increase
Multiplicative Decrease

cwnd

Fast recovery

time
TCP Reno
o elsé implementacid: 4.3 BSD Reno, Net/2, ~1990
o Slow start

o Congestion avoidance: AIMD (Additive Increase Multiplicative Decrease)

o Fast retransmit
o Fast recovery

Problémak
o kovetkezo el6adas...
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TCP Reno — summary

= When cwnd is below ssthresh, sender in slow-
start phase, window grows exponentially

= When cwnd is above ssthresh, sender is in
congestion-avoidance phase, window grows linearly

= When a triple duplicate ACK occurs, ssthresh set
to cwnd/2 and cwnd set to ssthresh (fast
retransmit, fast recovery then congestion avoidance)

= When timeout occurs, ssthresh set to cwnd/2
and cwnd is set to 1 segment (slow-start)
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[packets]

Inst. queue length (q)

Torlodas elkerulés a routerekben

RED: Random Early Detection

o active queue management (AQM) mechanizmus
o cél: torlodas megelbzese a routerekben

o random csomagdobas (burst-6s helyett) mielbtt megtelik a
varakozasi sor

dropping rate ~ flow rate
o elkerilhetd a globalis szinkronizalodas

14000 Inst. queue length (q) No drop Early drop Forced drop
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Attekintés

Q

Q

Ertsik meg, mit csinaltunk

a

a

2016.10.25.

matematikai modellek (utélag)
probléma megfogalmazasa
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Congestion control — altalanosan

. . acket

Celok ciff — {)oss

a operatorok oldalarol
haldzati elemek .
tulterhelesének elkertilese congestion
DE hasznaljuk hatékonyan az collapse
er6forrasokat /
“knee-point” belbveése (load- , , R
throughput goérbén) " Load

stabil haldézati mikoddés
o felhasznaldk oldalarodl

hatékonysaq
fairness!

hatékonysag « fairness

forras: Ion Stoica CS 268 Load
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Congestion control — modszerek

Ha a halozat is seqit
a explicit congestion control

a explicit visszajelzés a routerektdl (pl. egy bit beallitasa
torlédas esetéen — ECN, de kifinomultabb mddszerek is
vannak — XCP, RCP)

a f6 probléma: modositani kell a routereket

Ha a halozat nem segit
a NINCS explicit visszajelzes

a kovetkeztetni kell implicit torlodasi merészamokbol
csomagvesztés — loss-based mechanizmusok (pl. TCP Reno)
késleltetés — delay-based mechanizmusok (pl. TCP Vegas, FAST)
o round-trip time (RTT): csomag kiklldése — ACK vétele

_I?_c():nlgt))inélt loss- and delay-based mechanizmusok (pl. Compound

bandwidth measurement (pl. TCP Westwood)
o aktiv/ passziv merések

2016.10.25. Forgalomszabalyozas az Interneten (1), Sonkoly Balazs, BME-TMIT 18



Congestion control — “szabtech”

End-to-end congestion control az Interneten
o (hatalmas) visszacsatolt rendszer

o (szabalyozastechnikal)

a elosztott (distributed)

a nem elhanyagolhaté kesleltetések (delayed)

a adok:
adasi sebesseg beallitasa
a mert torlédasi jelek alapjan

data data
Source ———» Network Sink

A
[ ox] x|
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Modellek és esz6zO0k

Csomagszint

o sztochasztikus modellek

o queueing theory

o kevés |6l hasznalhato eredmény visszacsatolas esetén

Folyamszint
o adott idoskalan eérvényes
o determinisztikus folyadékmodellek

o eszkdzok
optimization-theory
control-theory
game-theory

Vizsgaljuk meg a meglevo protokollokat!
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TCP & AQM

i aqmM:
X,(t) : DropTail
4 1 RED
AEEEEEsssrrEmEEERsssssmmmEE el REMFPI
TCP: AVQ
Reno
Vegas

= Transzport protokollok
o kdldési rata (x;(t))
o rendszer bemeneti paramétere
= Active Queue Management (AQM)

o torlédasi mérészam (p,(t)) (pl. loss rate, delay,...)
o visszacsatolt jel

2016.10.25. Forgalomszabalyozas az Interneten (1), Sonkoly Balazs, BME-TMIT
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TCP & AQM

TCP — AQM modell:

z(t+1) = F(p(t),z(t))
pt+1) = G(p(t),=(t))

Egyensulyi allapot Dinamikus viselkedés
throughput, loss, delay, ... lokalis stabilitas
fairness globalis stabilitas
utility

Duality theory (optimization) Control theory
sending rates - primal variables feedback system
cong. measure - dual variables distributed
flow / cong. control - optimization delayed
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TCP & AQM

R
‘Ff Gf
TCP Network AQM
F, G,
Rr |- P

[Rf(s)];; forward delays
[Ry(s)];; backward delays

R, =1 1f source iuses link / +———]IP routing

x(t+1) = F (R p(h), x(1)) : Reno, Vegas
pt+1) = G(p(t), Rx(1)) — DT, RED, ..
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Attekintés

a

a

Lehetseges eszk6zOk
o folytonos idejl visszacsatolt rendszer
a szabalyozastechnika
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Egy gyakorlati példa

HighSpeed TCP / RED halézatok vizsgalata

(szabalyozastechnika) control-theory
maodszereivel

2016.10.25. Forgalomszabalyozas az Interneten (1), Sonkoly Balazs, BME-TMIT

25



HighSpeed TCP (1)

TCP Reno egyszert javitasa nagysebessegu
kérnyezethez

RFC 3649: HighSpeed TCP for Large Congestion
Windows (Sally Floyd, 2003)

csomagvesztés alapu protokoll

modositott AIMD mechanizmus

o cwnd ndvelésének és csdkkentésének mértéke az aktualis
cwnd eértéktdl figg

o “‘skalazédas”
a nhagy torlédas esetén — TCP Reno szer(i mlikodeés
a kulénben — agresszivabb kontroll

2016.10.25. Forgalomszabalyozas az Interneten (1), Sonkoly Balazs, BME-TMIT 26



HighSpeed TCP (2)

2016.10.25.
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Control-theoretic model

Modeling network with single bottleneck link

Plant: HSTCP sources, queue
Controller: Active Queue Management (e.g., RED)

Feedback control system

Network
p| HSTCP |W _ q _ W: congestion window
source e g. inst. queue length
p: dropping/marking
probability

Delay «=— AQM |«
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Fluid-flow model of HSTCP/RED networks

Notations
W = expected TCP window size (packets),
q expected queue length (packets),
T expected queue length estimation (packets),
R round-trip time (RTT) = & + T}, (secs),
C link capacity (packets/sec),
T, fix round-trip propagation delay (secs),
N load factor (number of TCP sessions),
p = probability of packet mark/drop.
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Fluid-flow model of HSTCP/RED networks

Dynamics can be described by differential equations
expected (average) transient behavior is captured
dynamics of HSTCP source:
a(IY;V(t)) W) W(t)W(t R(1))

(t) R(t — R())
first term: Additive Increase
o Wisincreased by a(W(t)) for one RTT
o “‘positive” ACKs arrived at a rate proportional to

1-p(t) =1 > not lost packets

second term: Multiplicative Decrease

o Wis decreased by bW(t)

o at a rate proportional to
p(t) > lost packets (loss ratio)
x(t-R) = w(t-R)/R(t-R) > sending rate at one RTT earlier

W(t) =

p(t—R(1))
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Fluid-flow model of HSTCP/RED networks

dynamics of bottleneck queue - differential equation

(1) = N o) = 1,00

first term

o sending rate of N identical HSTCP sources
o aggregate arriving traffic

second term
o serving rate
o according to the link capacity (if the buffer is not empty)

queue estimation (exponentially weighted moving average)

z(t) = —Kux(t) + Kq(t)

low-pass filter
with a cut-off frequency of K, where K = —C'In(1 — )
a is the forgetting factor
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Fluid-flow model of HSTCP/RED networks

Dynamics of

o congestion window (HSTCP source)
o bottleneck queue

o queue estimation (at RED)

coupled differential equations

complex dependence between the variables
delay in some arguments

moreover: variable delay in some arguments
model is analytically not tractable

numerical approximations can be applied to solve the
equations
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Simulink framework

MATLAB/Simulink is a suitable framework

system models can easily be implemented

numerical approximation based solvers can be applied
here: Domand-Prince algorithm (“ode45™)

To Workspace R| R Plant: HSTCP source +
. Round-Trip Time bottleneck queue
"o Controller: RED module
W |To Workspace W Queue d . W Cwnd (State Variable)
Cwrid dyramics ueue cyramics _
Lk . T < q o q: inst. queue length
— i W | N gl (state variable, output)
N_input To Workspace q . .
p: dropping/ marking
Packet-ma_r_kin_g probablhty (feedbaCk
feedback {AQM) . .
o signal, input)

P q |

R: round-trip time
N_input. No. of sources

o |—

To Workspace p
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Implementation of HSTCP source

Module “Cwnd dyamics” - describe the corresponding differential
equation

_ a(W(®) Wt~ R®)
(@)= "GP s (W = o pa- ()

1/R

Reciprocal

1 [1/R
S = B

MATLAB |HSTCP
Function |parameters

| b{W}, a(W)
a{Wy

Variable
Delay
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Implementation of network model

Module “queue dyamics” - describe the corresponding differential

equation W (t)
(4= NOZ ~ L

Prod4

Prod3 Integrator1

Capacity| C

AQM module - implementing RED packet marking profile

o averaging filter (low-pass filter) packet marking

profile Averaging Filter

o packet-marking profile waTiAB g K e _—
RTT module: simple relation

s+K

q ( t) To Workspace x| x
R=T,+ —
p + C
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Validation of the model

Flow-level model < packet-level simulations
MATLAB/Simulink <> Ns-2

a with similar parameter sets

a impact of Slow-Start is modeled by initial condition
of congestion window at the flow-level

single HSTCP flow

more HSTCP flows, impact of different
parameters

oscillation or stability at the flow-level
(expected values!)
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Single HSTCP flow

L L L L L L L I
6000 - model
o —— simulation
Q
S
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) ‘
o y
& 2000 //"'lV///"'l///
e/
0‘ L f L L f L f L f
0 20 40 60 80 100 120 140 160 180
time [sec]
Congestion window (W)
150007 L L L L L L L L L i
‘0
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S 100007 -
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©
§ 5000 - -
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2016.10.25.
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100 HSTCP flows

8000

Queue [packets]
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Queue [packets]
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ﬁh — model
—— simulation
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Kitekintés

MIRE IS HASZNALHATO A
MODELL?
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Stability analysis

Non-linear model (diff. equations)
o global asymptotic stability could be analyzed

o starting from any (feasible) initial condition, the algorithms converge to
the unique equilibrium state

o BUT this model is analytically not tractable!
Linearization

o our non-linear model can be linearized about an operating point (now at
the stable point)

o dynamics - approximated by the first order derivatives
o local behavior

o local asymptotic stability can be analyzed

o with reasonable region of attraction

Stability condition

o designing RED (parameters) for stable behavior

Numerical evaluation
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Linearized model

Operating point (W,, q,, po) 2 dW/dt = 0 and dqg/dt = 0 (equilibrium)
some variables can be approximated by constant values (R, a,, by)
first-order dynamics based on first-order partial derivatives

SW(t) = T (SW(H) +6W (i Ro)
_ bof;fozc (5p(t — Ro)
Sq(t) = Rﬁoawu) - 2-8a()

where the variables denote perturbations
W =W — Wy, ¢ = q — qo and dp = p — po
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Linearized model

this linear system (plant) can be transformed into the Laplace
transform domain, transfer functions can be derived

P(s) = —e ko Phstcp(s) Pqueue(s) =
boRoC? N
= —G_SRO N Ho

s+ g (L+emsfio) s+ o

and can be further simplified

op delay oW 09
! erm | ™ Phstep(S) > Pauewe(S)
boRoC? N
Phstcp(s) = N;a N Pqueue(s) — - 1
s+ ReC ST R
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RED controller for the linear plant

Linear phase of the packet-marking profile is considered
(early drop)

No drop Early drop Forced drop C(S) transfer function of

1 i RED controller

a: forgetting factor

0. sample time (=1/C in
steady-state)

marking probability

Prvax| L: slope of the curve of
RED profile
0 o o packets K: cut-off frequency of
RED controller
L
C(s) = Creq(s) = E|
L:t pwim — and K:—@%—Cln(l—a),
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RED controller for the linear plant

Goal of the RED controller design

to select RED parameters (L, K)

to stabilize the feedback control system
foragivenrangeof NandR, 2> N>N~ and Ry <R"

op Oq
?—» Crega(S) —»  P(s) >
by C> e~ 5o I,
P(s) = 2aNN 1 7 Crea(s) = shsmjj— 1
(S + R(Z?C ) (S —l_ R_O) Khstcp
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Stability condition

Stability condition based on Nyquist-criterion can be
derived analytically

If Lpstep @and Kp g Satisfy

3

thtcp bo (R+C) < wg 11

—\2 — 2
2ag (N7) \Khstcp
where

2agN "~ 1

wg=0.1min{ =0 =
(rT)"Cc B

then, the linear feedback control system is stable for
al N> N~ and Rg < RT.
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Stability region

= Based on the condition, a stability region can be derived
for given network parameters

= simple example:

.
in 3D '5
oy
stability:
Q .
under the e o
surface 31— | .
ity o
_,‘C B e
B
- e
A A -
: e >
e e -
=S ==z :
0.5~
i

200
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‘ Numerical examples (1)

= Fixed parameters, only the flow number (N) is changed
= according to the stability condition - stability at around

Instantaneous queue length (q)
a=q_weight=0.002, number of HSTCP flows=10

160 flows

Queue [packets]
S
3

— model
simulation \
b

‘/ W\ \N Y ‘ AN /t /V ,4/

= N=10

(=]

10 20 30 40 50 60 70 80
time [sec]
a=q_weight=0.002, number of HSTCP flows=50

o

90 100

5000 | | | | | T

Queue [packets]
5
3
T

il ’”"“\'”H AN I\H‘WH AN \H,va N=50

3000
0 10 20 30 40 50 60 70 80

time [sec]
a=q_weight=0.002, number of HSTCP flows=165

90 100

5000 | | | | | T

Queue [packets]
3
3

~— model

e m - N=165

3000
0 30 40 50 60 70 80

time [sec]

90 100
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‘ Numerical examples (2)
= Stabilizing the behavior - tuning RED parameter p,,ax

Instantaneous queue length (q)

=0.05

pmax

8000

Queue [packets]
~nN B (2]
[=1 [=3 o
(=] o o
o o o
|

[=]

T T T I

I

T

model

simulation

o

8000

25

=0.01
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50

Queue [packets]
nN B (2]
o [=3 (=]
o [=] (=1
o o o
T

o

model

simulation

8000

25

=0.002

pmax

30
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50

Queue [packets]
N B (2]
[=4 [=1 o
(=4 (=] (=]
o o o
T |

o
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Osszefoglalas

TCP attekintése

a egy mukodo protokoll

o torlddasszabalyozas

Ertsik meg, mit csinaltunk
o matematikai modellek (utdlag)
a probléma megfogalmazasa
Lehetséges eszk6zOk

o folytonos idejl visszacsatolt rendszer
a szabalyozastechnika
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