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Abstract—After successfully transitioning from proof-of-work
to proof-of-stake, the Ethereum blockchain’s developer com-
munity has set an ambitious goal of achieving rapid block
finalization, ideally completing it before the next block proposal, a
concept known as single slot finality. Currently, block finalization
on the ETH beacon chain takes ∼ 15 minutes to collect the
attestation from the majority of the validators. The current
protocol has several drawbacks, including slow finalization, high
bandwidth usage and a rigid aggregation structure that is prone
to failures. The challenge is collecting cryptographic signatures
from close to a million validators distributed worldwide, con-
nected to the network in 12 seconds without requiring high
bandwidth internet connections from the peers in the network.
This study presents an alternative scheme that has the potential to
realize single-slot finality. Ours is a fully decentralized approach
in which no node has a specific role, rendering it more robust
than the current one. We simulate our heuristics on the Ethereum
network topology and demonstrate that it can efficiently collect
a million attestations from almost ten thousand physical nodes.

I. INTRODUCTION

The success of public blockchains lies in the fact that
anyone can join the network. Untrusted peers allocate scarce
resources (money, computational power, etc.) to validate new
blocks, verify new transactions and monitor the health of the
system. Such a mechanism is essential for building trust in
cryptocurrencies. When the Ethereum network utilized proof-
of-work (PoW) as consensus mechanism, as many as one
million people were mining Ether [1]. In September 2022,
Ethereum transitioned to a proof-of-stake (PoS) consensus
mechanism and this event is known as The Merge. In PoS, the
goal was to retain this large community of validators, even if
it meant slower finalization of blocks. As of December 2024,
the number of validators stands at 1 064 863.

In PoW blockchains, it was standard practice to wait for
the validation of six blocks before considering a transaction
completed. In PoS Ethereum, the block time is referred to
as a slot, with each slot lasting approximately 12 seconds.
Following the transition to a PoS system after the merge,
the recommended wait time has increased to a range of 64
to 95 slots (2 to 3 epochs), which translates to roughly 15
minutes. While the 6-slot waiting period in PoW served as
a practical guideline, the 64 to 95 slots in PoS provide a
theoretical guarantee for transaction finality, as outlined in [2],
the difference is significant.
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In a PoS blockchain, a block is deemed finalized when a su-
permajority, specifically 67% of the validators, has verified it,
in a process referred to as consensus. Once a validator verifies
a block, it generates and broadcasts a digital signature (also
called as attestation). As to the current consensus mechanism
of the Ethereum network, the Casper protocol [3] orchestrates
the collection of attestations. At present, Casper is param-
eterized such that it does not have to collect supermajority
votes in a single slot. Instead, it divides time into epochs (32
consecutive slots). Validators are (pseudo-randomly) assigned
to particular slots in an epoch, resulting in only a subset of
validators – currently 30 586 – participating in the attestation
process for each slot. This setup reduces bandwidth usage to
about 1/32 of the bandwidth that would be required if all
validators were to attest in every slot. However, this efficiency
comes at the cost of much longer delays in block finalization.

Rapid block finalization is crucial for ensuring the secu-
rity and the efficiency of a blockchain. When a block is
finalized promptly, it becomes immutable, greatly reducing
the risks of chain reorganizations and double-spend attacks.
Accelerated finality simplifies operation, and it can lead to
a more predictable and reliable system for both users and
developers. In PoS blockchains, the time delay from when a
block is proposed until it is finalized opens up attack surfaces
that could potentially give rise to the coexistence of parallel
chains [4], [5]. While such unfortunate situations have not yet
been observed – probably due to the liveliness of the network
maintained by over 95% of honest and active validators – a
significant drop in network liveliness could lead to serious
complications. Concerns associated with long finality periods
also include vulnerabilities to maximum extractable value
(MEV) exploitation and chain reorganizations, which could
undermine the network security and its fairness [6], [7], [8],
[9], [10] guarantees. Consequently, the pursuit of achieving
single-slot finality is among the most critical technical tasks,
attracting considerable attention and effort in the blockchain
community [11], [12].

According to our measurements, the daily bandwidth utiliza-
tion for broadcasting attestation data in the Ethereum network
is approximately 9 gigabytes. This level of data consumption
is under tolerance levels for many users, especially compared
to the bandwidth requirements of operating a full Ethereum
node, which requires roughly 20 gigabytes for downloads and
17 gigabytes for uploads every day. In addition to attestation
data, the additional bandwidth is required to download new



blocks, to process incoming transactions and to maintain
the robustness of the peer-to-peer (P2P) network. Given the
substantial commitment required to become an Ethereum PoS
validator, marked by a stake of 32 Ether, it is reasonable to
expect that such participants have Internet connections capable
of supporting these relatively high bandwidth needs. Neverthe-
less, we are committed to achieving the advantages of single-
slot finality without escalating the bandwidth requirements.
This goal is vital to ensure broad participation across the
network, catering to a diverse community of users, from those
relying on mobile connection with its inherent limitations to
those in areas with less developed network infrastructure or
facing data usage constraints.

The approach implemented in PoS Ethereum involves con-
structing a randomized aggregation tree. The aggregation
structure includes some redundancies, making it more akin
to a Directed Acyclic Graph (DAG) than a conventional tree.
It has become the de facto method for synchronizing large
distributed systems, leveraging state machine replication [13]
to overcome the challenges posed by the Byzantine Generals
Problem [14]. Similar methods are employed not only in
blockchain systems but also in distributed databases (e.g.,
Google Spanner, CockroachDB) and IoT networks.

The aggregation tree must be randomized to preserve valida-
tor anonymity, ensuring that their IP addresses remain hidden.
However, a recent study, [15], revealed that even with random-
ized trees, one can de-anonymize validators with continuous
monitoring. Specifically, running only four nodes for three
days is sufficient to identify more than 15% of the validators
in the P2P network of Ethereum. What further exacerbates the
situation is that the study highlighted a significant geographic
bias in validator distribution and the frequent use of single
machines to host multiple validators. This is partly due to
Ethereum’s staking requirement, whereby users can only stake
32 ETH quantities. Stakeholders wishing to stake more have to
run multiple validators. A convenient way is to install them on
the same machine. The previous study found that only 27% of
the validators operated on dedicated machines, while the rest
were co-located with other validators. Geographically, hotspots
like California showed a high density of validators implying
a small physical distance between these nodes.

These findings shed light on the fact that a randomized
aggregation tree is inefficient for this use case. Instead of
leveraging validators in close physical proximity to aggregate
votes, the protocol requires waiting for validators distributed
across distant parts of the world at every level of the aggre-
gation process. In such an environment, a fully distributed
information collection method, where nodes share their ob-
served data promptly and directly with nearby validators,
could be more appropriate for the blockchain scenario. These
two approaches – randomized aggregation trees and fully
distributed information sharing – differ fundamentally, and the
engineers’ choice between them depends on their suitability
for the specific application. This work carries out the necessary
steps to properly perform such a decision.

One of the primary challenges is the lack of a direct com-

parison between the current attestation collection mechanism
in Ethereum and a hypothetical alternative with millions of
validators worldwide. Consequently, this study uses empirical
data from the Ethereum network to develop a simulator
that models the advantages of an approach that enables the
collection of information in a fully distributed way. Simulating
a million validators itself poses significant computational
challenges, particularly due to the memory constraints of
our computing infrastructure. However, simulating at least
a million validators (unfortunately there is much more in
practice) is essential to draw clear conclusions about our main
question: Is a fully distributed approach based on prompt data-
sharing techniques more efficient than the current randomized
aggregation trees?

We demonstrate that with fully distributed information shar-
ing, the long-awaited single-slot finality can be achieved while
maintaining the current operational conditions, such as:

• Preserving the anonymity of validator IPs.
• Limiting bandwidth usage to at most 10-20 gigabytes per

day.
• Ensuring resilience against malicious nodes.

This fully distributed approach enables the collection of 32
times more attestations per slot compared to Ethereum’s
randomized aggregation tree implementation.

The main contributions of the paper are as follows:
• to our knowledge, this is the first study on the challenges

of a fully decentralized attestation collection in a large
PoS blockchain network where no node has distinguished
roles,

• we provide a novel data structure for messages with
aggregated attestations that can be further aggregated,

• we collected several heuristic approaches developed for
ad-hoc and delay-tolerant networks that can be utilized
for the attestation collection process,

• we present a simulator environment for evaluation and
show that the above goals could be achieved in the real
Ethereum network.

The paper is organized as follows. In Sec. II, we overview how
attestation collection is done in the current system. In Sec.
III, we propose a new alternative approach that can handle a
million validators. In Sec. IV, we evaluate the new approach.

II. THE CURRENT POS PROTOCOL

This section explains how the process of attestation collec-
tion is currently implemented in the Ethereum network.

A. The Peer-to-Peer (P2P) Network

Formally, an Ethereum node comprises two components, an
Eth1 client and an Eth2 client. The Eth1 node is the original
PoW client, sometimes called as the execution client or the
execution engine. The client software continues to exist and
operate even after the merge. It is mainly responsible for
maintaining the original chain and managing the collection
and distribution of new transactions via the mempool (a pool
of pending transactions). The Eth2 node is the PoS client,



sometimes called as the beacon node or the consensus client1

This client embodies all the newly introduced functionalities
associated with PoS, operating on a distinct chain known
as the Beacon Chain. Each validator is connected to an
Eth2 node. The Eth1 and the Eth2 clients are connected to
two independent peer-to-peer networks, the Eth2 node is to
libp2p and the Eth1 node to devp2p.

The functionalities related to attestations are implemented
in libp2p leveraging a publish-subscribe (pub-sub) archi-
tecture [16]. As to the pub-sub concept, message senders
(publishers) do not send messages directly to individual re-
ceivers (subscribers). Instead, messages are categorized into
channels or topics, and subscribers express interest in receiving
messages from specific channels or topics.

It is important to note that Internet routing was originally
designed for unicast connections, where the sender and re-
ceiver are explicitly defined in the packet header. As such,
the Internet does not natively support this kind of pub-sub
functionality [17], which implies that implementing pub-sub
services requires an overlay network. Overlay networks – by
their nature – usually lead to inefficiencies. When performing
measurements, we observed a similar situation in the Ethereum
network, where broadcasting on a channel results in most Eth2
nodes receiving these messages, regardless of whether they are
subscribed to the channel or not.

To preserve the privacy of validators, their IP addresses
are concealed using a distributed hash table (DHT) routing
protocol in the P2P network. In gossip protocols, participating
nodes forward messages without knowing the initiator of the
message. And also, this protocol utilizes message relays to
enhance privacy and network efficiency.

Overall, hiding the IP addresses is not the primary goal
of any DHT routing protocol. They are designed for peer-to-
peer networks, eliminating the need for a centralized server.
It scales well as the network grows, making it suitable for
large distributed systems. Furthermore, it is considered fault
tolerant, as DHT is designed to handle nodes frequently
joining and leaving the network.

B. Signature Aggregation in Casper

The protocol designed for collecting attestations in PoS
Ethereum is called Gasper. It implements voting by Casper-
FFG [3], where validators generate a Boneh-Lynn-Shacham
(BLS) [18] signature as a cryptographic proof of attestation.
BLS signatures are simply points on an elliptic curve (EC)
and two points can always be combined to yield a new
point. As such, validators can aggregate attestations. This
process involves combining multiple individual signatures into
a single, aggregated signature, while maintaining the same
level of security. Thus, instead of storing and processing
each individual signature, it is sufficient to maintain a single
aggregated signature. This approach significantly saves storage
space and reduces the time needed for signature verification.

1Several implementations exist, such as Lighthouse, Prysm, Nimbus
and Teku.

For attestation dissemination, 64 pub-sub channels are ini-
tialized and each of this corresponds to a so-called committee.
The validators of each slot are assigned to a committee, and
all communication is performed by broadcasting messages
in the corresponding pub-sub channel. This assignment is
pseudo-random and uses the random number decentralized au-
tonomous organization (RANDAO) mechanism of Ethereum.
Every Eth2 node with a validator (or more) subscribes to the
corresponding pub-sub channel (or more) and some global
pub-sub channels. If it has to participate in the given slot, a
validator broadcasts signatures in the pub-sub channel dictated
by its pseudo-randomly assigned committee. In each slot and
each channel, a total of V

64·32 broadcast events occur, where
V is the number of validators. For example, currently, for
V = 978 782 validators, every committee has 478 validators
assigned.

In each slot, the validators assigned to that slot generate
and broadcast their BLS signature (specific to the block) to
the corresponding committee members. In each committee,
16 nodes are pseudo-randomly selected as aggregators. They
listen to the corresponding channels and broadcast a signature
aggregation message on the global channels. If an attacker
were to suppress every aggregator node in a given committee
successfully, it would result in the loss of all signatures col-
lected by that committee. Given that there are 16 (redundant)
aggregators in each committee, the success probability of such
an attack is negligible. The signatures have to be verified prior
to aggregation to fend off attacks by malicious nodes.

The signature aggregation message contains a bit-vector
whose size equals the size of the committee and a single
(aggregated) BLS signature. From each committee, the best
aggregation message is recorded on the blockchain.

Next, we briefly investigate the performance of the above-
explained approach. The first performance indicator we eval-
uate is the bit size of a signature aggregation message divided
by the number of present validators. We call this metric the
average bit size of an ID, denoted as ηm. A BLS signature
is 768 bits in length, and we assume the packet header
is 240 bits (with TCP and IP packet headers). We assume
that the rest of the fields (slotNumber, committeeIndex, etc.)
of a signature aggregation message in Casper take up 256
bits. We note that, this data structure is highly efficient. For
example, with V = 978 782 validators, the bitfield is only
478 bits long, and when combined with the BLS signature,
packet header, and other fields of the message, it results in
ηm = 240+478+768+256

478 ≈ 4 bits.
The second performance indicator we investigate is the

number of bits each node broadcasts, divided by the number
of validator signatures known by the node. We call this metric
the communication efficiency and denote it by η. The daily
traffic of 9GB for 30 586 validators results in a communication
efficiency of η = 9·233

7200·30 586 ≈ 400 bits, where 1GB is 233

bits, and the number of slots per day is 5 · 60 · 24 = 7200.
The difference between ηm ≈ 4 (ideal) and η ≈ 400 (actual)

is significant and we conjecture that the reason behind it can be
traced back to inefficiencies in the signature collection process.



Substantial part of this two-orders of magnitude difference is
mainly due to the fact that broadcasting in pub-sub channels
– as discussed in [19] – introduces significant bandwidth
overhead. Another issue is that consensus clients are engaged
in various communication tasks that necessitate the exchange
of messages in addition to signature aggregation. These tasks
include the dissemination of new beacon chain blocks and
managing a local view of the p2p network, which requires
activities like topology discovery and incessant HELLO mes-
sages. Considering these points, we wish to call attention to
significant bandwidth inefficiency in Casper and this issue
motivates us to investigate alternative approaches.

C. Related works

The related theoretical problem [14] was studied in a
much more general context. It is referred to as state machine
replication [13] in Byzantine fault-tolerant (BFT) consensus
protocols. The works provide numerous ideas, but their appli-
cability in a real Ethereum network is questionable because
they ignore the fact that the number of network nodes is
significantly less than the number of validators. This means
that many network nodes have hundreds of validators. If this is
not exploited, every protocol becomes very resource-intensive.
This can be leveraged by a fully decentralized protocol that
does not restrict the communication between validators, thus, it
allows for an initial step where validators running on the same
computer can exchange information. This step is so efficient
that it completely redefines the problem.

Most BFT consensus protocols are limited to a few hundred
validators, such as Hot-Stuff [20] and SBFT [21]. Solutions
that can handle more nodes tend to be distributed but not
fully decentralized, meaning that the nodes have different roles
randomly assigned to enhance fault tolerance. These solutions
limit the ability of peers in terms of the number and type of
connected peers. Typically communication is performed along
an aggregation tree, similar to what is implemented in Casper.
For instance, in Carnot [22], a binary tree structure composed
of committees is adopted. However, none of these solutions
are optimized for bandwidth usage, leading us to explore a
fundamentally different approach where the protocol dictates
the exchange of only a minimal amount of information for
peers and their neighbors.

III. A FULLY DECENTRALIZED APPROACH TO THE
COLLECTION OF ATTESTATIONS

We conjecture that the apparent bandwidth inefficiency in
Casper is mostly due to the collection of attestations, which
happens in a relatively rigid structure, instead of commu-
nicating first with those who are easily accessible, such as
validators running on the same computer. More specifically,
each selected aggregator node has to collect a specific set of
signatures at every slot. While this structure enables one to
encode the aggregated signatures in an efficient manner the
rigidity of this method results in a significant communication
overhead. Our high-level idea is that by using a more flexible

data structure one can collect attestations more quickly as it
minimizes the need for extensive coordination.

In the current implementation, validators use a data structure
comprising bit-vectors for both inter-node communication and
inclusion in the blockchain. This approach has its limitations.
Aggregated signatures can be further aggregated only if the
corresponding bit-vectors are disjoint. If the bit-vectors are not
disjoint the aggregated signature contains a signature multiple
times, and this cannot be accounted for when using a bit-
vector. Casper ensures the issue of disjointness in signature
aggregation by allocating each validator to one of the 64
committees. This allocation occurs pseudo-randomly at the
start of each epoch, an approach vital for maintaining validator
privacy.

When it comes to recording bit-vectors on the blockchain,
this approach is less efficient when most bits are set to 1.
This happens very frequently with block attestations. In these
cases, encoding the positions of the zero bits is a more efficient
approach.

We investigate flexible aggregation frameworks wherein a
single signature can appear multiple times in an aggregated
signature. This feature can be advantageous in scenarios
involving multi-level aggregations, where combining two pre-
viously aggregated signatures with a common validator is
needed. In such cases, it is important to accurately keep track
of the multiplicity of each validator’s signature. Below, we
refer to the multiplicity as coefficients. These coefficients
are ideally 1, in some cases they can be a small integer. In
unfortunate cases, the coefficients can be very large without
explicit upper limits.

A. Data Structure for Validator IDs and Coefficients

In the PoS Ethereum network, peers become validators
when they lock 32 Ether and this event is recorded on the
chain. From this point, the validator is assigned a public key
and this key gets recorded in the blockchain. As such the
ordered set of validators allows one to identify each of them
without relying on their public keys. Formally, the validators
are identified by their IDs in the range [0,V], with V ≤ 222 as
per Ethereum 2.0, and it is expected to increase to 1-2 million
in the near future. In this section, we present a data structure
that can effectively handle validator IDs with coefficients
representing validators contributing to an aggregated signature.
Recall that the coefficient is usually 1 or a small integer
and this is without a reasonable upper limit we can rely on.
Our proposed data structure – we introduce below – supports
merging operations. The merging operator calculates the union
of two sets of IDs and the coefficients that are in the list,
corresponding to the aggregated signature.

In a nutshell, the proposed data structure is the following.
We maintain a sorted list of IDs, recording the non-negative
differences between successive IDs. Zero difference indicates a
redundant signature. These differences are stored using prefix
codes (variable length codes). We use entropy optimal prefix
codes attaing the Shannon compression limit provided that the



frequency distribution of the differences is known a priori. The
sorted list allows for efficient merging.

To illustrate the proposed data structure, let us consider the
following example. Suppose we have the following set of IDs:

ID: 10 8 2 12 17 18
Coefficient: 1 2 1 1 1 1

First, we sort the IDs in ascending order and replicate each
ID according to its coefficient, resulting in:

2, 8, 8, 10, 12, 17, 18 .

In our data structure, we record the non-negative differences
between successive IDs, with the first element being the ID
itself. This results in:

2, 6, 0, 2, 2, 5, 1 .

The list, composed of integers in the range [0, 222], is called
the alphabet. Next, we discuss various encoding approaches
for the integers in the list. The simplest approach is to use a
traditional binary integer encoding on 22 bits. Alternatively,
one can use Huffman coding, a variable-length code based
on the alphabet frequency. Variable length codes are prefix
codes, with shorter codes assigned to more frequent integers
and longer codes to less frequent ones. The frequency of
the integers (alphabet) can be estimated from historical data.
However, Huffman codes require maintaining a lookup table
(Huffman tree) that would be extremely large for an alphabet
of size 222. Therefore, we propose the use of Rice-Golomb
encoding [23], [24], which was designed for sequences of non-
negative integers with geometric distribution.

For Rice-Golomb encoding, the frequency of these integers
is estimated using a geometric distribution based on their
mean V

k , where k denotes the number of unique IDs. If
the actual distribution of the integers follows a geometric
distribution, Rice-Golomb coding achieves optimal encoding
(with respect to Shannon entropy). In other words, the integers
are represented in fewer than 22 bits on average.

The Rice-Golomb coding uses a parameter m, which in our
case can be calculate as:

m = 2⌈log2(
V
k )⌉ (1)

Here, b = ⌈log2(Vk )⌉ computes the base-2 logarithm of V
k and

rounds it up to the nearest integer, ensuring that m is a power
of 2. Such choice of m attempts to optimize the Rice-Golomb
coding for the average value of the integers in the sequence
under consideration.

Each integer ID i is encoded into two parts:
i) The quotient q =

⌊
i
m

⌋
is encoded into a unary code,

which represents q by q 1s followed by a zero.
ii) The remainder r = i mod m is encoded in binary. Since

m = 2b, the remainder r can be stored using exactly b
bits.

In the case of V = 20 and k = 5, which implies an average
integer value of maximum 4, one might use b = 2 in the
Rice-Golomb coding, setting m = 22 = 4. Each integer is

then divided by 4, with the quotient encoded in unary and the
remainder in binary. The encoding of integers ranging from 0
to 19 with m = 4 is shown in Table I.

For the encoding sequence provided in the original example,
each integer would be translated into a Rice-Golomb code
with the previously-chosen m = 4. The encoding begins with
the binary representation of k, the number of IDs, assuming a
maximum of 222 IDs, paying attention to IP packet size limits.
For example when k = 5, the 22-bit-long binary representation
is 0...0101. In the above example, the encoding sequence
would be

0 . . . 010 010 1010 000 010 010 1001 001

which results in 22 + 3 + 4+ 3+ 3+ 3+ 4+ 3 = 45 bits, or
on average 6.4 bits per unique ID.

When performing simulations involving a million validator
IDs, we observed an average storage requirement of ∼ 11 bits
per ID, see Sec. IV. When using encoding, we attain approxi-
mately 45% space saving, compared to the naive approach of
storing validator IDs using a 22-bit binary representation.

B. The Message Structure for Disseminating Aggregated Sig-
natures

Let us now elucidate the structure of our messages used for
broadcasting aggregated signatures. The message is composed
of three fields

1) the number of IDs in the message encoded in 22 bits,
2) the Rice-Golomb encoding of the non-negative differ-

ences between successive IDs sorted in ascending order,
3) an aggregated BLS signature stored in 768 bits.
Claim 1: Two aggregated signature messages can be merged

in linear time in proportion to their size.
Proof: The union of two ID lists can be calculated in

linear time using a merging algorithm [25] operating on IDs
sorted in ascending order. The process of aggregating BLS
signatures is fast, as it simply involves adding two EC points.

Next, we describe a probabilistic model with some assump-
tions to illustrate the optimality of the proposed message struc-
ture that we use here to disseminate aggregated signatures.

Table I: An encoding table for Rice-Golomb codes for k =
2 and m = 4. The portion before the space in each code
(the quotient) is in unary coding (e.g., ‘10‘ represents 1). The
portion after the space (the remainder) is in binary.

integer binary code assumed frequency
0 0 00 0.2
1 0 01 0.16
2 0 10 0.128
3 0 11 0.1024
4 10 00 0.08192
5 10 01 0.065536
6 10 10 0.0524288
...

...
...

19 11110 11 ≈ 0.0000131



Claim 2: The size of the aggregated signature messages is
optimal if the following assumptions hold.

1) The number of IDs k in each message can take on any
value in the range of [0, 222] with uniform distribution.

2) The non-negative differences between successive IDs –
when sorted in ascending order – follow a geometric
distribution with mean V

k , where V represents the largest
ID.

3) the BLS signature on curve BLS12-381 provides a proper
balance between security and efficiency, thus contributing
to the optimality of the signature size [26].
Proof: Next, we discuss the optimal encoding of the three

components of the aggregated signature message, under certain
assumptions. As the optimality of the first and third compo-
nents directly follows from Assumptions 1 and 3, respectively,
we focus on the second field.

For Assumption 2, we assume a geometric distribution
for the non-negative differences between successive IDs. The
average length of encoding for these differences, using Rice-
Golomb coding, is determined by the entropy of the distribu-
tion [24].

Formally, given the mean V
k , the success probability p of

a geometric distribution is 1
V
k +1

. The encoding length for a
difference of i is then given by

log2(p(1− p)i) = log2

(
k · Vi

(V + k)i+1

)
,

with the encoding of zero (indicating no difference) being
log2(p). The average encoding length for Rice-Golomb coding
is given by :

−(1− p) log2(1− p)− p log2(p)

p
=

=
k log2

(
k

k+V

)
− k log2

(
V

k+V

)
k

, (2)

which is according to Shannon entropy, the theoretical lower
bound for encoding space under these assumptions.

For the previous example, the on-chain storage cost per ID
of such a message would be ηc = 45+768

6 ≃ 135 bits. The
storage cost per ID decreases if there are more unique IDs
included in the message. In unfortunate cases, each duplicated
ID requires merely 3 extra bits (i.e., the binary code 000).
More unique IDs result in less on-chain storage cost per ID
because of two reasons. First, the fixed-size BLS signature is
divided by a larger number of IDs, and second, the mean value
of the integers stored in the data structure is smaller.

Using the equations in the proof of Claim 2, we can compute
the estimated cost per ID (ηc in bits) relative to the number of
unique IDs (k) in a message used for broadcasting aggregated
signatures, see Fig. 1. Messages containing fewer than 20
unique IDs exhibit significant inefficiency. Conversely, the
slope of the curve tends to flatten for messages containing
more than 200 unique IDs.

Verifying the validity of an aggregated signature message
takes a few milliseconds on a commodity computer and
involves the following steps:

1) Obtain k as a binary number in 20 bits, and compute m
according to Eq. 1.

2) Decode k integers from the Rice-Golomb encoded se-
quence, where each code word of an integer consists
of a unary-coded quotient followed by a binary-coded
remainder modulo m.

3) Convert the decoded differences into a list of IDs by
adding them to each other iteratively, starting from an
initial value or the smallest ID.

4) Retrieve the corresponding BLS public keys for each ID
from a lookup table, which is pre-populated with public
keys extracted from the blockchain.

5) Aggregate the public keys by performing EC point ad-
dition on the BLS12-381 curve to obtain the aggregated
public key.

6) Verify the aggregated BLS signature against the aggre-
gated public key using the appropriate cryptographic
verification algorithm.

The last step dominates compute time because BLS signa-
ture verification requires the calculation of the Weil pairing
(Miller loop). We evaluated a BLS implementation (used by
Chia Network [27]) on a commodity laptop (with 2,5 GHz
Quad-Core Intel Core i7 CPU) and averaged over 10000
messages and signatures. It took 2.050 ms to verify a BLS
signature and 4 ms to perform an EC point addition. It took
265ms to generate a BLS signature.

C. Conceptual Framework and Underlying Principles

Below, we put forth a fully distributed signature collec-
tion approach based on the data structure presented in the
previous section. To be resilient against malicious attacks,
the collection of the attestation is spread across the network
without any selected aggregator nodes. Each node in the
network operates independently and can potentially replicate
the data and tasks of other nodes, providing redundancy that
enhances the system’s resilience to failures and attacks. In this
way, there is no specific node that an attacker can target to
thwart the collection of attestations. This architecture ensures
that if some nodes are dishonest or become unreachable, the
overall system can continue to function as usual. Moreover, the
distributed approach allows the network to adapt dynamically,
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Figure 1: The cost per ID (ηc in bits) with respect to the
number of unique IDs (k) in the message for disseminating
aggregated signatures.
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network.

reconfiguring itself in response to dishonest nodes or changes
in the network topology. The approach is inspired by the
following principles:

Our primary goal is to have optimal message sizes with a
sufficient number of attestations. Recall that Fig. 1 illustrates
the encoding efficiency (cost per ID ηc in bits) relative to
the number of attestations (unique IDs k) in a message. For
example, the encoding is 37 bits per ID if the message contains
10 attestations, while 11.2 bits per ID for 100 attestations, and
only 5 bit per ID for 5 000 attestations. The graph representing
efficiency flattens after 5 000 IDs. Bear in mind that the
maximum size of an IP packet is 65 535 bytes.

No more aggregation is performed once a packet reaches
the optimal message size. Instead, large enough messages are
broadcast in the network. Broadcast performance is sensitive
to certain parameters. For example, the number of neighbors
to whom the node forwards the packets. Increasing the number
of neighbors leads to quicker dissemination of information but
also results in greater bandwidth overhead. We also investigate
two versions of this approach. The first is a traditional flooding
mechanism whereby the message is dropped if it has been
seen before. Otherwise, it is forwarded to all neighbors in
the P2P network. The second approach implements a more
sophisticated flooding approach, wherein a query message
is exchanged before packets are sent to the neighbors. The
neighbor node returns whether it has seen the message or
not. This can minimize the redundancy of sending duplicate
messages to neighbors already informed. On the other hand, it
may introduce additional overhead due to the query messages.
Fig. 2 shows simulation results when broadcasting a packet
of 1 500 bytes in the Ethereum PoS network utilizing both
approaches. The first approach generates an average of 18KB
of traffic for each node. The second approach can save
significant communication data, imposing only an average of
3.75KB of traffic for each node, however it comes with a
caveat: broadcast times increase (see the CDF).

Additionally, we implemented several heuristics to reduce

the redundancy of IDs in the messages. More specifically we
approach this issue as follows. Every node in the network
tracks the signatures it receives. Recall that these messages
include the IDs of the validators along with their corre-
sponding aggregated signatures. Each node maintains a single
aggregated signature formed by merging the recently received
aggregated signature messages. Time-to-time, each node sends
these aggregated signature messages to all of its neighbors,
except to those from whom it received the message. A node
is considered to have seen a signature once it received a
valid message containing an aggregated signature with the
corresponding ID. This means that the node knows about the
signature as part of a combined signature, even if it does not
have direct knowledge of the signature itself.

D. Attention Dissemination Logic for Nodes

The flow diagram in Fig. 3 explains the flow of processing
a message in the proposed approach. When a new message
arrives, the node verifies the BLS signature and counts the
number of IDs it has not yet seen. Messages containing no new
IDs are dropped. Otherwise, the message is stored in a buffer.
This buffer stores the incoming messages and there is a timer
defined to the buffer to ensure that every message is forwarded
after some time has elapsed (wait_time parameter). This
time is necessary to potentially gather multiple messages in
the buffer and this results in a messages with more information
(e.g. more IDs). Refer to Fig. 3 for visualization.

If the new message meets certain conditions, the new
message is sent out immediately without additional delay.
These conditions are when
(c1) the message arrived has at least min_sig_num non-

seen IDs, or
(c2) if the ratio of the non-seen IDs with respect to all IDs in

the message is at least min_sig_perc, or
(c3) the number of messages in the buffer is more than

aggr_limit.
(c4) the number of non-seen IDs is more than sig_limit.

We implemented several heuristics to generate a message
from the buffer. In general, we aim to create a message
containing the largest number of unseen IDs while minimizing
the presence of seen or duplicated IDs. We delve deeper into
this topic in the subsequent paragraphs. After the new message
is generated, it gets sent out to each neighbor, the message
buffer is emptied and the set of seen IDs is updated.

The heuristic keeps track of the IDs for whom the corre-
sponding BLS signature is known. This is achieved by em-
ploying standard linear algebra, i.e. Gauss elimination (GE).
Ensuring linear independence can potentially save network
bandwidth. For instance, consider a scenario where a node
initially receives a message containing IDs 1 and 2. If it
subsequently receives another message with IDs 1, 2, and
3, the node can apply an EC point subtraction operation to
the second message to deduce the individual signature for the
validator with ID 3. In this context, the node is said to know
the signature of ID 3, while IDs 1 and 2 are considered seen.
In our simulations 0.5% of the BLS signatures were known in
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Figure 3: The flow chart of processing an aggregate signature message at each node

average. In the next section, we explain how GE can be used
to increase the number of known packets.

E. GE to increase the number of known packets

Consider a matrix with its rows corresponding to messages
and its columns corresponding to validators whose IDs were
seen but the respective identity is still unknown. In the first
step, we merge identical columns (duplicates are removed),
then we also delete duplicate rows. This gives us a matrix
with unique rows and columns. We call this the coefficient
matrix (CM).

Each row is associated with a message containing a BLS
signature. Observe that BLS signatures allow us to perform
linear operations just as with coefficients. In other words, if
we add two rows together, we can similarly add their corre-
sponding BLS signatures. This process is what we previously
referred to as signature aggregation.

Let us briefly explain in detail why we can apply addition
and constant multiplication operations on BLS signatures. The
BLS signature algorithm relies on two homomorphic one-way
functions that map field elements to EC points on two pairing-
friendly ECs, forming two distinct cyclic groups. A BLS
signature is essentially an EC point on the second curve. An
EC point is defined by x and y coordinates over a finite field.
Furthermore, homomorphic one-way functions [28] imply the
existence of an efficient algorithm for addition and constant
multiplication operations on EC points. These operations are
computationally efficient, requiring only a few operations on
the x and y coordinates over the finite field, taking mere tens
of microseconds in our implementation. Be as it may, we are
dealing with a CM with each row corresponding to a BLS
signature. In other words, a linear system of equations have
to be solved. The right-hand side of the equation system has
EC points. Addition and constant multiplication are seemless
operations on these objects.

If the CM is invertible, we can compute the value for each
column with a coefficient of 1 using GE. During GE, the
linear operations are performed directly on the BLS points
on the right-hand side. Recall that, during preprocessing, we
merged columns that were identical. If a column originally
resulted from merging multiple columns, we could compute
the aggregated BLS signature corresponding to the validators
associated with those columns.

In our application, the method is most efficient when the
coefficients transmitted in the packets are as small as possible

– ideally, with coefficients equal to 1. GE helps minimize
the coefficients used. However, the method has practical size
limitations; inverting very large matrices becomes inefficient.
To address this, we limited the inversion process to matrices
of size 100× 100 and smaller.

Let us use the preceding example to extend this strategy to
handle sets of IDs. If a new message arrives with IDs 1, 2, 4,
and 5, the node can subtract the aggregated signature of IDs 1
and 2 (which is already known) from the new message. This
process isolates the message comprising only IDs 4 and 5.

F. Virtual IDs

The debate to raise the required Ether stake for becoming
a validator from 32 Ether to 2048 Ether is ongoing [29].
Furthermore, there is a recent initiative to define clusters
of validators for signature aggregation [30]. We call such
construction a virtual ID. A virtual ID represents a group
of validator IDs, and can be registered on-chain as in [30].
The IDs can also be registered in the P2P network. These
IDs can be encoded using the method we outlined previously.
Registering one or more attached validators under a virtual ID
allows a node to conserve bandwidth – a gain that extends
beyond the node itself to the entire network.

IV. EVALUATION

Compared to existing solutions this work introduces a
fundamentally different approach. The key observation we
wish to make here is that certain entities operate multiple
validators on the same physical node; and by exploiting this
structure, we propose a fully distributed protocol that aims
to collect data from the most accessible sources. While fully
distributed methods typically offer less scalability compared
to structured systems used for signature aggregation—such as
those found in Gasper or state machine replication in the BFT
literature—they may better reflect the operational dynamics of
the Ethereum network. Our central question is whether a fully
distributed approach or a rigid but scalable structure proves
more effective in this context. To investigate this issue, we
developed a discrete event, realistic network simulator using
C/C++. The memory management module of the simulator is
highly optimized.

We rely on the actual network topology of the Ethereum
network to emulate block proposal, signature collection, and
aggregation events. Using the Nebula crawler [31], we ex-
tracted the libp2p topology with 9 294 nodes and 934 266
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Figure 4: The performance of the proposed fully distributed signature aggregation scheme in the Ethereum network

links. Since the exact number of validators per consensus client
is obscured, we infer it from the count of attestation pub-sub
channels a node subscribes to. Nodes with 64 subscriptions
are presumed to have a high number of validators, capped at
256. We assigned V = 1000 000 validators to nodes based
on their attestation pub-sub channel subscriptions. Validator
distribution across these nodes follows an exponential distri-
bution, as observed in the measurements presented in [15, Fig.
4]. We note that the proposed fully distributed information
sharing approach performs better with larger exponents for the
exponential distribution. Our estimates are quite conservative
and we opted for a smaller decay rate for the exponential
distribution used in our simulations.

We estimated the one-way delay for each link using mea-
surements, databases, or by estimating it based on the physical
distance of the end nodes. For this, we geo-localized the nodes
based on their IP addresses and calculated the geographical
distance between them. We aimed to ensure that the one-way
delays used in the simulation provide a conservative estimate

of real-world conditions. As a result, the proposed fully
distributed information-sharing approach is likely to perform
even better in practice than indicated by our results.

At the onset of the simulation, a block proposer chosen
randomly and a block is then broadcast in the network. We
assume that each node can validate the block in 50ms, produce
a valid BLS signature in 2ms, and that peer connections remain
stable, with no disconnections occurring during the collection.

Implementing a simulator for the mechanism outlined in
Fig. 3 posed significant challenges due to the extensive and
necessary state maintenance. Our network comprises 9 294
nodes. Each node manages a substantial number of validators,
reaching up to one million. This entails each node maintaining
two separate sets: one for seen IDs and another for known
IDs, leading to considerable memory demands. At the simula-
tion’s peak, the collective message buffers contained over 108

distinct messages, further exacerbating memory constraints.
The simulation of a mere 12-second window of activity
in the crawled Ethereum network required several hours of



wall time on high-performance servers, highlighting the sheer
computational intensity of the task.

The crux of the difficulty in the presented work lies in
efficiently fitting this vast amount of information into memory.
We have fine-tuned our discrete event simulator to address this,
focusing on memory optimization. For example, we employed
the specialized data structures discussed in Sec. III-B to
efficiently store known and seen IDs. Moreover, we utilized
a series of straightforward approaches to minimize memory
overhead, such as employing smart pointers to avoid unneces-
sary message duplication and devising a data structure to store
only the incremental differences between messages.

We used the following parameters in the simulation; 95%
of the nodes use virtual IDs among the ones with at least 2
validators. That is 1 905 virtual IDs in total. There are 7 833
nodes with validators among 9 294 nodes. Aggregating two
signatures takes 0.05 milliseconds (ms), signing a message
takes 0.5 ms, and verifying a signature takes 2 ms. Once a
block is received, it takes 50ms to verify its content in total.
If a node has seen 70% of the attestations, it stops forwarding
messages. The size of an IP header is 240 bits. Link delays
depend on queue lengths.

A node waits (wait) at most 700 milliseconds to attain
optimal message sizes before forwarding an incoming message
with attestations. While waiting, if a new message arrives, the
node merges the messages and forwards the combined message
at a later time. When either of the following conditions are
met, the message is forwarded without delay. This can be
min_sig_num= 100 not-seen signatures that have arrived
since the last message has been sent out, a new message
arrives with min_sig_per= 80% of seen signatures, or
there are already aggr_limit= 8 messages in the buffer,
or the total number of signatures in the buffer is more than
sig_limit= 5000.

Fig. 4a shows the maximum and the average number of
signatures seen by the nodes in the network. The increase in
the average number of seen signatures is linear following the
initial first 2 seconds. The maximum number of signatures is
also shown in the figure. It reaches 66.7% at 5.2 seconds,
which means at least 1 nodes have reached finality.

Fig. 4b shows the average number of signatures exactly
known by the nodes in the network. By exactly known,
we mean that the node possesses the corresponding BLS
signature (with coefficient 1). For this to occur, the node must
have sufficient information to invert the CM, as detailed in
Sec. III-E. In other words, the number of received messages
must be at least equal to the number of unknowns, where the
unknowns are the sets of seen validators. At the beginning
of the slot, the number rises sharply but plateaus relatively
quickly as the matrix becomes non-invertible. At the 12th
second, it reaches approximately 1%.

Fig. 4c shows the percent of nodes that are aware of finality
since the block proposal. At the 12th second, 71% of the
nodes have collected 66.7% of the signatures, and thus, they
consider the block final. The rest of the nodes are also close
to finality as the average percent of seen signatures is 78%

among the network nodes. Keep in mind that the pivotal focus
is on confirming that the validator proposing the next block
has reached finality.

Fig. 4d shows the average bandwidth usage of a single
run of the signature aggregation process. The maximum link
bandwidth is set to 6Mbps. The bandwidth usage is very small
initially because the messages contain few signatures. Later,
we have larger messages, increasing bandwidth consumption.
Nodes reach finality and stop participating in the signature
collection process, which can be seen after 6 seconds. After
12 seconds, the total bandwidth per node is 3MB, leading
to 21GB total traffic per day. Note that the current imple-
mentation consumes roughly 9GB of traffic per day, however
it only achieves the 1

32 of what our method is capable of.
The efficiency of this fully decentralized attestation collec-
tion approach could potentially be enhanced by allowing the
process to terminate once the validator chosen to propose the
next block attains finality. We aim to delve deeper into this
optimization in our future research endeavors.

Fig. 4e illustrates the average bit size of an encoded ID
in the message ηm. Initially, the larger size decreases as the
messages contain more IDs. After the first second, the average
bit size stabilizes at 14.8. See Fig. 4f for the average number of
IDs in the packets. A typical message contains ∼ 260 unique
IDs, which would be ∼ 11 bit per ID in our Shannon entropy-
based estimations; see Fig. 1. The relatively small difference
underpins the reality of Assumption 2 presented in Claim 2.

We have also quantified the communication efficiency, de-
noted as η, which represents the total network traffic (only
aggregated signature messages) relative to the average number
of IDs observed by a node. This efficiency metric is inher-
ently greater than the average bit size of an encoded ID, as
the network traffic encompasses not only new IDs but also
redundantly transmitted IDs that has already been seen by
the node receving the message. During the slot interval of
[2−10] seconds, the discrepancy in η is surprisingly minimal.
This indicates that the majority of IDs in the messages
are previously unseen, suggesting minimal redundancy. This
observation highlights the effectiveness of the method outlined
in Fig. 3, demonstrating its strong performance in minimizing
unnecessary network traffic.

Fig. 4f shows the average number of unique (the difference
is > 0) and the number of duplicated (the difference is 0) IDs
in the message. While the average number of unique IDs in
the message rises throughout the slot, the count of duplicated
IDs remains relatively stable.
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V. CONCLUSION

In this work we proposed and investigated a fully decen-
tralized approach to collect attestations in PoS blockchains. In
our model, every node plays an equivalent role, eliminating



any single point of failure and significantly reducing the
vulnerability of the system to targeted attacks. A key element
in our approach is an innovative message structure designed
for flexible, multi-round attestation aggregation. We show
that the employed data structures are time and space optimal
considering the specific demands of our protocol. Finally, we
conducted a comprehensive simulation on a realistic Ethereum
network, comprising 9 294 nodes and 1 000 000 validators,
to demonstrate the feasibility of our proposed approach in
achieving single-slot finality in 12 seconds. During the sim-
ulation, we had to keep track of both the state of each
node by maintaining the set of messages they have already
received and the set of attestations they have seen. This
resulted in 108 distinct messages in the network at the peak
of the simulations. To tackle the sheer amount of messages,
we introduced several heuristics and approaches and these
methods enabled us to perform comprehensive simulations on
realistic network topologies.

Single-slot finality requires an undoubtedly non-trivial
change in the protocol, and this cannot be brought forth
in a few days; however, we believe that this task can be
accomplished step-by-step. In order to underpin this pro-
cess, we have demonstrated that fully distributed information-
sharing approaches are more suitable than the current solution
using randomized aggregation trees. We proposed succinct
data structures and customized coding algorithms that can
significantly enhance the current PoS consensus mechanism
in terms of speed and stability. In this work, we illustrated
how BLS attestations can be collected in a PoS network using
Huffman codes. Furthermore, we backed up our theoretical
claims with results from a C++ simulator that models real-
world topologies and incorporates actual latency values.
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